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????????????????????????????????????DDoS???
?????????????????????????????????????????
????????????????? Web ??????????????????????
?? quantcast.mgr.consensu.org ? c.sharethis.mgr.consensu.org ? Web
?????????????????????? IAB Technology Laboratory [12] ?????
IAB Europe Transparency and Consent Framework????????????????????
????? GDPR ??????????????????????????GDPR ????
????????????????Web?????Web????????????????
?????????? TrustArc ????? ( choices.trustarc.com) ????????
?????????????? Fingerprint????? 4.3????????????????
????????????????Web????????????? 4.4? VirusTotal???
? “Malware site” ? 1 ??? URL ??????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
?????????? (???????)????????????????????????
???????????????????????????? Bodelen.com???????
??????????????????????????????????????????
????
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4.2. ????
?????????????????????? ??????????????????
User-Agent ???? BF ??????????????????????????????
???????????????????????????????????? 5.1????
???
? 4.1 ????????????????????????????
???? ????????????
Web Analytics/Marketing Services 150
Online Ads 100
Content Server 25
Search Engines 12
Social Networking 11
Other Technology 23
Unknown 2
? 4.2 ?????? 20????????
???? ???? ???? ???
www.google-analytics.com 6191 Web Analytics/Marketing Services Google
connect.facebook.net 3313 Social Networking Facebook
pagead2.googlesyndication.com 2291 Online Ads Google
www.googletagservices.com 2268 Content Server Google
securepubads.g.doubleclick.net 2197 Online Ads Google
www.googleadservices.com 1702 Online Ads Google
staticxx.facebook.com 1553 Social Networking Facebook
www.googletagmanager.com 1522 Web Analytics/Marketing Services Google
tpc.googlesyndication.com 1477 Online Ads Google
googleads.g.doubleclick.net 1118 Online Ads Google
sb.scorecardresearch.com 1016 Web Analytics/Marketing Services Scorecard Research
static.criteo.net 958 Online Ads Criteo
gum.criteo.com 903 Online Ads Criteo
www.gstatic.com 816 Content Server Google
js-agent.newrelic.com 733 Web Analytics/Marketing Services New Relic
apis.google.com 725 Other Technology Google
platform.twitter.com 681 Social Networking Twitter
mc.yandex.ru 661 Marketing Services Yandex
d31qbv1cthcecs.cloudfront.net 628 Web Analytics/Marketing Services Alexa Metrics
ajax.googleapis.com 621 Search Engines Google
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? 4. BROWSER FINGERPRINT?????????
? 4.3 ???????????? Fingerprint
???? ??? Property/Method
n-cdn.areyouahuman.com Areyouahuman.com
window.sessionstorage, window.navigator.useragent,
window.navigator.online, window.localstorage
cdn.siftscience.com Siftscience.com
window.navigator.vendorsub, window.navigator.vendor,
window.navigator.product, window.navigator.plugins.name,
window.navigator.cookieenabled, window.navigator.plugins.description,
window.navigator.mimetypes.type, window.navigator.platform,
window.screen.colordepth, window.navigator.language,
window.navigator.useragent, window.navigator.productsub,
window.navigator.donottrack, window.navigator.online,
window.localstorage, window.navigator.languages,
window.sessionstorage, window.navigator.oscpu,
window.navigator.plugins.length, window.navigator.plugins.filename,
htmlcanvaselement.style, window.navigator.plugins.version
cdn.perfdrive.com ShieldSquare
window.sessionstorage, window.navigator.useragent,
window.navigator.productsub, window.navigator.donottrack,
window.navigator.vendorsub, window.navigator.vendor,
window.navigator.online, window.navigator.appcodename,
window.navigator.platform, window.screen.pixeldepth,
window.navigator.buildid, window.navigator.appversion,
window.navigator.product, window.localstorage,
window.screen.colordepth, window.navigator.cookieenabled,
window.navigator.language, window.navigator.geolocation
client.perimeterx.net Perimeterx.com
audiocontext.destination, window.screen.pixeldepth,
audiocontext.state, window.navigator.appversion,
window.navigator.product, window.navigator.plugins.name,
window.navigator.cookieenabled, window.navigator.geolocation,
oscillatornode.frequency, window.navigator.plugins.description,
window.navigator.buildid, offlineaudiocontext.destination,
window.navigator.appcodename, window.navigator.platform,
window.navigator.mimetypes.suffixes, window.navigator.mimetypes.type,
window.screen.colordepth, window.navigator.language,
window.navigator.appname, window.navigator.useragent,
window.navigator.productsub, window.navigator.donottrack,
window.navigator.online, audiocontext.samplerate,
audiocontext.currenttime, window.localstorage,
window.navigator.languages, offlineaudiocontext.currenttime,
window.sessionstorage, window.navigator.plugins.length,
htmlcanvaselement.style?CanvasElement.toDataURL
quantcast.mgr.consensu.org Quantcast window.navigator.useragent
c.sharethis.mgr.consensu.org Sharethis window.navigator.useragent
choices.trustarc.com TrustArc window.navigator.useragent, window.navigator.appversion
? 4.4 ??????? URL
???? ????? URL ????
Bodelen.com https://bodelen.com/apu.php?zoneid=******** 32
Tharbadir.com https://tharbadir.com/2?z=******* 23
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? 5? ??
5.1 ??? vs ????????????
4 ????????????????? Web ????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????Apple ?? Web ????? Safari ????????
?? Cookie???????????? (ITP?Intelligent Tracking Prevention)????????
? [13]????EU?? GDPR?????????????? (Cookie???? ID?IP???
??MAC?????)?????????????????????? ePrivacy Regulation [14]
??????Web??????????????????????????????????
???????? ePrivacy Directive??????????????????????????
??????BF???????????????????????????????????
???EU????????????Web??????? Cookie?????????????
??????????????????????iapp?????? Privacy Tech Vendor Report
??????????????????????????????????????????
???? [15]?Web?????????????????? GDPR??? Cookie?????
???????????????????? Web ???????????????????
??? 400 ???? Web ????????????? [16] ??????????? 82% ?
GDPR????????????????????????????????
?????????? Cookie????????????????????????? BF?
????????????????????? BF????????????????????
??????????????????Addthis*1???? Canvas Fingerprinting??????
???? BF??????? [4]?????????Addthis???????????? Canvas
Fingerprinting?????????????????? 1?????????????????
????????????????????????“ Web????????????????
????????????????????????????Web?????????”??
?????????????????????????????
*1 https://www.addthis.com/
? 5. ??
5.2 ????????
3??????????Web?????50??????????? 100?????????
???????? [9] ?? Alexa ??????????? BF ??????????????
?????????????? Alexa??????Web??????????????3.5?
??????????????????????Web??????????????????
???????
??????????? OpenWPM? Selenium???????????????????
????? Selenium??????????????????Web????????????
?????????????
?????????????????????????????????? (3.3.2?:???
? 3)????????????????????????????????????????
???????????????????????????????????????
5.3 ?????
???????????Web????????Web??????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
??????????????????? BF????????Web???????????
????????????????BF??????Web????????????????
????????????????????????????Fingerprint?????????
???????????????????
5.4 ????
?????????????????????????????????????????
??????????????????????????????????????????
???????????Web????????????????????Web???????
??????????????????????????????????????????
?????????
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? 6? ????
???????????????????????? Cookie ?????????????
??Bashir???EasyList?????????? Amazon Mechanical Turk(AMT)*1?????
????????????????????????????????????? HTTP??
?????????????????? [5]???????????????????????
?????????????????? Cookie ????????????????????
??????????????????????????????????????????
????Cookie???????????????????????????????????
????????????
Eckersley? [2]? 2010?? BF???????????????????? BF?????
????????????????????????User-Agent?HTTP ACCEPT?????
?????????????????MIME???????????????? 94.2%???
?????????????????????????????????????Nikiforakis
? [8] ??Cookie ?????????????????????????????????
?????????? BF ?????????????????????????? BF ??
????????? IP ???????? User-Agent ?????????????????
?????????????????Acar ? [4] ??Alexa Top10 ?? Web ???????
???Canvas fingerprinting?Evercookie?Cookie Syncing(Cookie ?????) ??? Web ?
??????????????????????? Canvas fingerprinting ???HTML5 ??
?? Canvas ????????????????????????????????????
???????????OS????????????????????GPU???????
????????????????Evercookie?????????????????????
?????????????????? Fingerprint???????????????????
????????????Web????????????????? OpenWPM?????
Englehardt? [9]??OpenWPM???? Alexa Top100??Web???? BF? Cookie??
??????????????????????????????????????????
???????????????? Cookie?????????????????????Web
*1 ????????????????????????? https://aws.amazon.com/jp/mturk/
? 6. ????
Audio API??????????????? BF????? Fingerprinting??????
?????????? BF ? Web ?????????????????????????
??????????????????????????????????????????
? BF??????????????????????????????????????
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? 7? ???
??????BF ???????????????????????Web ????????
BF?????????????????????????????????????????
???????????? Cookie????????????????BF?????????
?????????????????????????????? BF??????????
??????????????????????????????????????????
????????????????????????????????? BF???????
???????????????????????? Fingerprint?????????????
??????????????????????????????????????????
???????????????Web?????????????????????????
???? BF????????????????????????????????????
?????Web????Web????????????????????????????
???????????????????????????????????? BF????
??????????????????????????????????????????
??????????????????????
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??
?????????????????????????????????????????
??????????????????????.????????????????????
???????????????.
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?? A ???? 20??????
??????
? A.1: ???? 20??????????
???? ???? ?? ????
WA/MS www.google-analytics.com GOOGLE 6191
Social Networking connect.facebook.net FACEBOOK 3313
Online Ads pagead2.googlesyndication.com GOOGLE 2291
Online Ads www.googletagservices.com GOOGLE 2268
Online Ads securepubads.g.doubleclick.net GOOGLE 2197
Online Ads www.googleadservices.com GOOGLE 1702
Social Networking staticxx.facebook.com FACEBOOK 1553
WA/MS www.googletagmanager.com GOOGLE 1522
Online Ads tpc.googlesyndication.com GOOGLE 1477
Online Ads googleads.g.doubleclick.net GOOGLE 1118
WA/MS sb.scorecardresearch.com SCORECARDRESEARCH 1016
Online Ads static.criteo.net CRITEO 958
Online Ads gum.criteo.com CRITEO 903
Content Server www.gstatic.com GOOGLE 816
WA/MS js-agent.newrelic.com NEW RELIC 733
Search Engines apis.google.com GOOGLE 725
Social Networking platform.twitter.com TWITTER 681
WA/MS mc.yandex.ru YANDEX 661
WA/MS d31qbv1cthcecs.cloudfront.net ALEXAMETRICS 628
Search Engines ajax.googleapis.com GOOGLE 621
Social Networking www.facebook.com FACEBOOK 571
Online Ads bat.bing.com BING 564
Online Ads ads.pubmatic.com PUBMATIC 557
WA/MS ssl.google-analytics.com GOOGLE 534
WA/MS script.hotjar.com HOTJAR 516
WA/MS vars.hotjar.com HOTJAR 508
Online Ads c.amazon-adsystem.com AMAZON 498
Technology cdn.ampproject.org AMPPROJECT 491
?? A. ???? 20????????????
???? ???? ?? ????
WA/MS cdn.digitru.st DIGITRUST 479
Online Ads eus.rubiconproject.com RUBICONPROJECT 475
Online Ads s0.2mdn.net 2MDN 467
WA/MS secure.quantserve.com QUANTCAST 457
Content Server cdnjs.cloudflare.com CLOUDFLARE 449
WA/MS cdn.onesignal.com ONESIGNAL.COM 438
Social Networking www.youtube.com YOUTUBE 417
Search Engines hm.baidu.com BAIDU 405
Content Server s.ytimg.com YOUTUBE 404
WA/MS assets.adobedtm.com ADOBEDTM.COM 343
WA/MS static.chartbeat.com CHARTBEAT 318
Content Server ssl.gstatic.com GOOGLE 311
Online Ads secure-assets.rubiconproject.com RUBICONPROJECT 307
WA/MS cdn.addthis.com ADDTHIS 294
WA/MS s7.addthis.com ADDTHIS 290
WA/MS certify-js.alexametrics.com ALEXAMETRICS 290
Online Ads sslwidget.criteo.com CRITEO 280
Search Engines www.google.com GOOGLE 268
WA/MS cdn.optimizely.com OPTIMIZELY 261
Search Engines imasdk.googleapis.com GOOGLE 241
WA/MS z.moatads.com MOAT 235
WA/MS tags.tiqcdn.com TEALIUM 232
Content Server cdn.krxd.net KRUX 222
Content Server yastatic.net YANDEX 218
WA/MS ls.hit.gemius.pl GEMIUS 212
Online Ads js-sec.indexww.com CASALE MEDIA 208
Online Ads static.adsafeprotected.com ADSAFEPROTECTED 186
WA/MS tags.crwdcntrl.net LOTAME 181
Online Ads stats.g.doubleclick.net GOOGLE 177
Social Networking top-fwz1.mail.ru MAIL.RU 174
WA/MS b.scorecardresearch.com SCORECARDRESEARCH 167
Online Ads cdn.districtm.io DISTRICTM 161
Social Networking s.pinimg.com PINTEREST 161
Search Engines cse.google.com GOOGLE 151
Online Ads acdn.adnxs.com APPNEXUS BY AD NEXUS MEDIA 145
Online Ads ads.rubiconproject.com RUBICONPROJECT 145
Content Server d1z2jf7jlzjs58.cloudfront.net CLOUDFRONT 140
WA/MS an.yandex.ru YANDEX 138
WA/MS stats.wp.com WORDPRESS 136
Content Server g.alicdn.com ALICDN 126
WA/MS munchkin.marketo.net MARKETO.NET 123
Search Engines maps.googleapis.com GOOGLE 121
Content Server cdn-gl.imrworldwide.com NIELSEN ONLINE 120
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Content Server cdn.jsdelivr.net JAVASCRIPT 118
Online Ads quantcast.mgr.consensu.org QUANTCAST 116
WA/MS dev.visualwebsiteoptimizer.com VISUALWEBSITEOPTIMIZER.COM 115
Technology code.jquery.com JAVASCRIPT 112
WA/MS s0.wp.com WORDPRESS 111
Content Server s3.amazonaws.com AMAZON 111
WA/MS scdn.cxense.com CXENSE 109
Technology use.typekit.net ADOBE 107
WA/MS cdn.onthe.io IO TECHNOLOGIES 106
Online Ads s.adroll.com ADROLL 104
WA/MS script.crazyegg.com CRAZYEGG 102
Online Ads widgets.outbrain.com OUTBRAIN.COM 98
Social Networking vk.com VK.COM 95
Online Ads edge.quantserve.com QUANTCAST 92
Content Server pixel.cdnwidget.com TRACKING PIXEL 91
WA/MS cdn.mxpnl.com MIXPANEL 91
WA/MS rum-static.pingdom.net PINGDOM 89
Content Server s.yimg.com YAHOO 88
Technology code.createjs.com UNKNOWN 88
WA/MS c.evidon.com EVIDON 87
WA/MS cdn.segment.com SEGMENT.COM 87
WA/MS ml314.com BOMBORA 86
Online Ads cdn.tynt.com 33ACROSS 86
WA/MS s10.histats.com HISTATS 82
Technology ssl.p.jwpcdn.com JW PLATFORM 81
Online Ads ad.doubleclick.net GOOGLE 80
Content Server dnn506yrbagrg.cloudfront.net CRAZYEGG 80
WA/MS cdn.doubleverify.com DOUBLEVERIFY 77
Unknown st.top100.ru ST.TOP100.RU 77
WA/MS cdns.gigya.com GIGYA 76
Online Ads s.ntv.io NATIVO 76
WA/MS s.skimresources.com SKIMLINKS 76
WA/MS cdn3.doubleverify.com DOUBLEVERIFY 75
WA/MS s.go-mpulse.net MPULSE 74
Content Server assets.alicdn.com ALICDN 73
WA/MS t.sharethis.com SHARETHIS 72
WA/MS mathid.mathtag.com MATHTAG 71
Technology content.jwplatform.com JW PLATFORM 68
WA/MS assets.bounceexchange.com BOUNCEEXCHANGE 67
WA/MS dup.baidustatic.com BAIDU 67
WA/MS nexus.ensighten.com ENSIGHTEN 66
Technology sc-static.net SNAPCHAT.COM 65
Online Ads cdn.adnxs.com APPNEXUS BY AD NEXUS MEDIA 65
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WA/MS js.hs-analytics.net HUBSPOT ACADEMY 65
WA/MS script.ioam.de INFOONLINE 63
Online Ads jsc.mgid.com MGID 62
WA/MS widget.intercom.io INTERCOM 61
WA/MS cdnssl.clicktale.net CLICKTALE 61
Online Ads presentation-hkg1.turn.com AMOBEE 59
Search Engines translate.googleapis.com GOOGLE 58
WA/MS js.intercomcdn.com INTERCOM 58
Content Server js.adsrvr.org THE TRADE DESK 58
Social Networking assets.pinterest.com PINTEREST 57
WA/MS s.yjtag.jp YAHOO 57
Content Server ds-aksb-a.akamaihd.net AKAMAI 56
WA/MS c.cnzz.com FRIENDS OF THE UNION 56
WA/MS ak.sail-horizon.com SAIL HORIZON.COM 56
WA/MS s.btstatic.com SIGNAL 54
WA/MS lptag.liveperson.net LIVEPERSON 54
WA/MS rtb0.doubleverify.com DOUBLEVERIFY 54
Online Ads c1.popads.net POPADS 54
Online Ads c.adsco.re ADSCORE TECHNOLOGIES 53
Online Ads choices.truste.com TRUSTARC 53
Technology cdn.cookielaw.org COOKIELAW 53
Online Ads ec-ns.sascdn.com SMARTADSERVER CDN 53
WA/MS scripts.demandbase.com DEMANDBASE 52
WA/MS siteintercept.qualtrics.com QUALTRICS 52
Online Ads z.cdn.adbetnet.com ADBETNET 51
WA/MS c.sharethis.mgr.consensu.org SHARETHIS 51
Content Server af.alicdn.com ALICDN 51
Online Ads choices.trustarc.com TRUSTARC 49
Online Ads asset.pagefair.com REVENUE BEYOND ADBLOCKING 48
WA/MS cdn.treasuredata.com TREASUREDATA 48
Online Ads jsc.marketgid.com MARKETGID 47
WA/MS cdn.amplitude.com AMPLITUDE 47
Online Ads track.adform.net ADFORM 47
WA/MS cpro.baidustatic.com BAIDU 47
WA/MS d.tailtarget.com TAILTARGET 46
WA/MS dnt.qualaroo.com QUALAROO 46
WA/MS widget.perfectmarket.com TABOOLA 46
WA/MS players.brightcove.net BRIGHTCOVE 45
Online Ads ads.exosrv.com EXOSRV 45
WA/MS c.go-mpulse.net MPULSE 45
WA/MS b-code.liadm.com LIVEINTENT 45
WA/MS cdn.tinypass.com TINYPASS 45
WA/MS fast.wistia.com WISTIA 44
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Online Ads t.effectivemeasure.net EFFECTIVEMEASURE 44
WA/MS b97.yahoo.co.jp YAHOO 44
Technology v2.zopim.com ZOPIM 44
WA/MS cdns.us1.gigya.com GIGYA 44
WA/MS cdn.appdynamics.com APPDYNAMICS 44
WA/MS cdn.distiltag.com DISTIL BOT DISCOVERY 43
WA/MS www.lightboxcdn.com LIGHTBOX 43
Online Ads secure-it.imrworldwide.com NIELSEN 43
WA/MS cdn.branch.io BRANCH.IO 43
Online Ads d.adroll.com ADROLL 42
WA/MS tag.navdmp.com NAVEGG 42
Online Ads js.fout.jp FREAKOUT 42
WA/MS static.zdassets.com ZENDESK 41
WA/MS lpcdn.lpsnmedia.net LIVEPERSON 41
Online Ads tags.expo9.exponential.com EXPONENTIAL 41
Technology az416426.vo.msecnd.net AZURE APPLICATION INSIGHTS 40
Online Ads a.teads.tv TEADS.TV 40
Online Ads ced.sascdn.com SMARTADSERVER CDN 40
Online Ads cache.send.microad.jp MICROAD 40
WA/MS vidstat.taboola.com TABOOLA 40
WA/MS n-cdn.areyouahuman.com AREYOUAHUMAN 40
Social Networking static.addtoany.com ADDTOANY.COM 40
Online Ads ced-ns.sascdn.com SMARTADSERVER CDN 39
WA/MS cdn.siftscience.com SIFTSCIENCE 39
WA/MS pi.pardot.com PARDOT 39
WA/MS cdns.eu1.gigya.com GIGYA 39
WA/MS c2.taboola.com TABOOLA 38
Online Ads ap.lijit.com SOVRN 38
WA/MS try.abtasty.com ABTASTY 38
WA/MS cstatic.weborama.fr WEBORAMA 37
WA/MS siteimproveanalytics.com SITEIMPROVE 37
Technology consent.cookiebot.com COOKIEBOT 37
Online Ads img.ak.impact-ad.jp MARKETONE 36
WA/MS platform-api.sharethis.com SHARETHIS 36
WA/MS service.maxymiser.net MAXYMISER 36
WA/MS rtbcdn.doubleverify.com DOUBLEVERIFY 36
Online Ads xid.i-mobile.co.jp I MOBILE.CO.JP 36
Technology player.vimeo.com VIMEO.COM 35
WA/MS intljs.rmtag.com RMTAG.COM 35
Online Ads xml.adbetnet.com ADBETNET 35
Online Ads get.s-onetag.com ONETAG.COM 35
Content Server s.yimg.jp YAHOO 35
WA/MS d.impactradius-event.com IMPACT.COM 35
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WA/MS js.driftt.com DRIFTT.COM 35
WA/MS w.cnzz.com FRIENDS OF THE UNION 35
Content Server yads.c.yimg.jp YAHOO 35
Online Ads s2.adform.net ADFORM 35
Technology f.vimeocdn.com VIMEO.COM 35
WA/MS a.optmnstr.com OPTMNSTR.COM 35
WA/MS tps30.doubleverify.com DOUBLEVERIFY 35
WA/MS gateway.foresee.com FORESEE.COM 34
WA/MS gatr.hit.gemius.pl GEMIUS 33
Unknown ie8eamus.com IE8EAMUS.COM 33
WA/MS cdn.heapanalytics.com HEAPANALYTICS.COM 33
WA/MS w.usabilla.com USABILLA.COM 32
WA/MS s4.cnzz.com FRIENDS OF THE UNION 32
WA/MS stat.media STAT.MEDIA 32
Online Ads secure-ds.serving-sys.com SIZMEK 32
Online Ads bodelen.com UNKNOWN 32
Content Server radar.cedexis.com CEDEXIS 32
WA/MS api.useinsider.com INSIDER 31
Search Engines smartlock.google.com GOOGLE 31
Content Server ufpcdn.com UFPCDN.COM 31
Online Ads www.dwin1.com DIGITAL WINDOW 31
Online Ads projectagora.tech THINKDIGITAL 31
WA/MS cdn.sendpulse.com SENDPULSE.COM 31
Online Ads s1.adform.net ADFORM 30
WA/MS se.monetate.net MONETATE.COM 30
Technology js.stripe.com STRIPE.COM 30
WA/MS dmp.theadex.com THEADEX.COM 30
Online Ads pos.baidu.com BAIDU 30
Online Ads cdn.bannerflow.com BANNERFLOW.COM 30
Online Ads t.dtscout.com DTSCOUT.COM 30
Online Ads secure.adnxs.com APPNEXUS BY AD NEXUS MEDIA 30
Online Ads cti.w55c.net DATAXU 30
Technology cdn.livechatinc.com LIVECHATINC.COM 29
Online Ads cdn.yektanet.com YEKTANET.COM 29
Online Ads content.adriver.ru ADRIVER 29
Online Ads cdn-sic.33across.com 33ACROSS 29
Technology vjs.zencdn.net VIDEOJS 28
WA/MS s95.cnzz.com FRIENDS OF THE UNION 28
Online Ads ad-delivery.net AD DELIVERY.NET 28
WA/MS tag.digitaltarget.ru UNKNOWN 28
Online Ads tru.am TRUEANTHEM 28
WA/MS vt.myvisualiq.net VISUAL IQ 27
Online Ads sync.teads.tv TEADS.TV 27
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WA/MS c.betrad.com EVIDON 27
WA/MS s1.wp.com WORDPRESS 27
WA/MS cdn.izooto.com IZOOTO.COM 27
Online Ads c1.rfihub.net ROCKETFUEL.COM 27
Online Ads static.dable.io DABLE.IO 26
WA/MS cdn.emetriq.de EMETRIQ.COM 26
Online Ads fw.adsafeprotected.com ADSAFEPROTECTED 26
Technology player.h-cdn.com HOLASPARK 26
Technology tm.jsuol.com.br UOL.COM.BR 26
WA/MS cdn.inspectlet.com INSPECTLET.COM 26
Online Ads api.popin.cc POPIN.CC 26
WA/MS relap.io RELAP.IO 25
Online Ads ssl.ligatus.com LIGATUS.COM 25
Online Ads bbcdn-bbnaut.ibillboard.com IBILLBOARD.COM 25
Search Engines bdimg.share.baidu.com BAIDU 25
WA/MS t.contentsquare.net CONTENTSQUARE.NET 25
Content Server d31j93rd8oukbv.cloudfront.net YANDEX 25
WA/MS www.statcounter.com STATCOUNTER.COM 25
Online Ads code3.adtlgc.com UNKNOWN 25
Technology use.fontawesome.com FONTAWESOME.COM 25
WA/MS cdn.perfdrive.com SHIELDSQUARE 24
Social Networking d.line-scdn.net LINE 24
WA/MS tag.aticdn.net ATINTERNET.COM 24
WA/MS js.hsleadflows.net HUBSPOT 24
Technology secure.gravatar.com GRAVATAR.COM 24
Online Ads spdeliver.i-mobile.co.jp I MOBILE.CO.JP 24
Online Ads js.gumgum.com GUMGUM.COM 24
Online Ads hbx.media.net MEDIA.NET 24
Search Engines storage.googleapis.com GOOGLE 24
WA/MS a.pub.network FREESTAR.IO 24
Online Ads api.sabavision.com SABAVISION.COM 23
Online Ads tharbadir.com UNKNOWN 23
WA/MS site.yandex.net YANDEX 23
WA/MS secure.statcounter.com STATCOUNTER.COM 23
WA/MS s2.wp.com WORDPRESS 23
WA/MS wcs.naver.net NAVER.NET 23
Online Ads cdn.elasticad.net ELASTICAD.NET 23
Content Server a248.e.akamai.net A248.E.AKAMAI.NET 23
Online Ads ecdn.firstimpression.io FIRSTIMPRESSION.IO 23
WA/MS cdn.mouseflow.com MOUSEFLOW.COM 22
Online Ads cdn.revcontent.com REVCONTENT.COM 22
WA/MS plugin.mediavoice.com POLARMOBILE.COM 22
Online Ads p.cpx.to UNKNOWN 22
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Technology st.chatango.com CHATANGO.COM 22
Online Ads contextual.media.net MEDIA.NET 22
Online Ads uk-ads.openx.net OPENX 22
Online Ads ads.servebom.com PURCH 22
Online Ads cdn.w55c.net DATAXU 22
Online Ads i.socdm.com SCALEOUT 21
WA/MS universal.iperceptions.com IPERCEPTIONS.COM 21
WA/MS cdn.tagcommander.com TAGCOMMANDER.COM 21
Online Ads j.microad.net MICROAD 21
WA/MS tps.doubleverify.com DOUBLEVERIFY 21
WA/MS cdn.keywee.co KEYWEE.CO 21
Search Engines maps.google.com GOOGLE 21
WA/MS sb.voicefive.com VOICEFIVE.COM 21
WA/MS cdn.bizible.com BIZIBLE.COM 21
WA/MS cdn.dimml.io DIMML 21
Online Ads 33across-d.openx.net 33ACROSS 21
WA/MS script.dotmetrics.net DOTMETRICS 21
WA/MS pp.lp4.io LINKPULSE.COM 21
Online Ads prebid.districtm.ca DISTRICTM 21
Content Server d2na2p72vtqyok.cloudfront.net CLOUDFRONT 20
WA/MS cdn.blueconic.net BLUECONIC.NET 20
WA/MS cdn.speedcurve.com SPEEDCURVE.COM 20
WA/MS cdn.viglink.com VIGLINK.COM 20
Online Ads saxp.zedo.com ZEDO.COM 20
WA/MS gaua.hit.gemius.pl GEMIUS 20
WA/MS tag.audience.acpm.fr ACPM.FR 20
Technology me.jsuol.com.br UOL.COM.BR 20
WA/MS hb.vntsm.com VENATUSMEDIA.COM 20
WA/MS gateway.answerscloud.com ANSWERSCLOUD.COM 20
Online Ads pixel.yabidos.com FRAUDLOGIX 20
WA/MS client.perimeterx.net PERIMETERX.COM 20
Technology s.ssl.qhres.com 360.CN 20
Online Ads cdn-a.yieldlove.com YIELDLOVE.COM 20
WA/MS sdk.pulse.schibsted.com SCHIBSTED.COM 20
Online Ads sh.adingo.jp ADINGO.JP 20
WA/MS widgets.amung.us AMUNG.US 20
WA/MS cdn.permutive.com PERMUTIVE.COM 20
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